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Abstract of the contribution: This paper proposes several changes in solution #5. The main change is related to the need for IMS registration. It also proposes to solve the editor’s note related to UE IP address spoofing. Impacts on existing entities and interfaces are also added.
Discussion
IMS registration

The original Nokia proposal did not include the IMS registration because it was based on what exist at emergency calls from authenticated UEs. It was commented that IMS registration is required anyway and we changed the solution to include the IMS registration. But looking at TS 23.167 clause 7.1.1 (UE Detectable Emergency Session), it is stated that the UE may skip the IMS registration. Below is the text from step 6:
“If the UE has sufficient credentials to authenticate with the IMS network, it shall initiate an IMS emergency registration by providing the IP address obtained at step 3 or step 4 to the P‑CSCF selected at step 5. The IP address used for signalling purposes is allocated in association with step 3 or step 4. The IMS registration request shall include an emergency indication. The implicit registration set of the SIP URI used in the emergency registration request used by the UE when the UE performs a non emergency registration shall contain an associated TEL‑URI that is used to call back the UE.


The S‑CSCF may set the proposed registration expiration according to the local regulation or operator policy of the serving system. The subsequent registration flows are like any other registration with the considerations defined in clauses 6.2.4 and 6.2.9.


If the UE does not have sufficient credentials to authenticate with the IMS network, it shall not initiate an IMS emergency registration request, but instead immediately establish an emergency session towards the P‑CSCF as described in clause 7.4 and skip step 7.”

It is also specified in TS 24.229 [x] clause 4.7.2 (Emergency calls generated by a UE): 

“b)
if emergency calls are permitted without security credentials (or additionally where the authentication is not possible or has failed), then the emergency call is made directly without use of any security association created by a registration, and therefore without the registration”.

So, as the solution #5 is intended to reuse the principles of UE detectable emergency session for unauthenticated UEs, the step for IMS registration needs to be removed. 
Note that when the UE is authenticated but in limited state, it will be seen by the network for RLOS as an unauthenticated UE since there will not be any authentication during the RLOS Attach as well as when requesting a RLOS session to the IMS network.

UE’s IP address spoofing

Per TS 23.167 the PGW establishes an IP-CAN session with the PCRF and the IP-CAN session is identified with UE's IPv4 address or IPv6 prefix associated with the PDN connection for IMS emergency services. The IMSI, the IMEI(SV) and the MSISDN (if available) are passed to the PCRF as part of the IP-CAN session establishment.

Hence, when it receives the SIP INVITE from the UE, the P-CSCF can query the PCRF (which is retrieved via DRA from the UE IP address sent in the INVITE) to verify that the PDN connection is for RLOS APN and to verify that the IMSI/IMEI corresponding to the UE IP address received in the INVITE is the same as the one returned by the PCRF. 
UE’s IP address spoofing is still possible, but IP address spoofing is always possible for unauthenticated UEs in any solution, but proposed verifications minimize the risks as described below:

· a rogue UE spoofing the normal UE’s IP address would need to have the same IMEI/IMSI as the normal UE;

· the IP address would need to correspond to a PDN connection that corresponds to the RLOS APN. 

The verification of the IMSI/IMEI is not a new feature since it is described in TS 23.167 clause K.3 for emergency calls: 

step 9: “P-CSCF may verify the IMSI/IMEI provided by the PCRF in step 7b against the IMSI/IMEI derived from the public user identity provided by the UE, prior to accepting the SIP REGISTER message.”
The additional verification compared to an emergency session is related to checking whether the PDN connection is established for RLOS APN, and this can be done by the P-CSCF including an RLOS indication in its query to the PCRF. 
Proposal

It is proposed to update TS 23.715 with a new solution (all text is new) as follows.
FIRST CHANGE (all new text)
7.X
Solution #X: IMS solution with dedicated RLOS-APN and skipping IMS registration
7.X.1
Functional Description

This solution is intended to solve key issues #IMS-1, #IMS-2, #IMS-3 and #IMS-4. It reuses most of the principles used in emergency sessions for unauthenticated and authenticated UEs specified in TS 23.167 [8].
During the EPC attach procedure, based on the RLOS indication provided by the UE, the EPC establishes a PDN connection to a specific APN dedicated to RLOS (see solutions #2 and #4). As RLOS are always provided in the PLMN the UE is accessing, the UE needs to select a P-CSCF suitable for RLOS sessions in that PLMN. For that, the address of the suitable P-CSCF is provided in the PCO by the PGW during Attach procedure. This dedicated address enables the use of either a general-purpose P-CSCF or a RLOS-specific P-CSCF. Whether a general-purpose P-CSCF or a RLOS-specific P-CSCF is used depends on the operator wishes about IMS isolation.

The UE, whatever it is unauthenticated or authenticated in limited state, skips the IMS registration procedure for RLOS. This is similar to emergency calls for UEs in limited state or when authentication fails specified in TS 24.229 [x] clause 4.7.2. 
On receiving the SIP INVITE for an IMS emergency session with a RLOS indication, the P-CSCF may verify that the PDN connection has been established for the RLOS APN and that the IMSI/IMEI of the UE corresponds to the one received in the SIP message by querying the PCRF. This is achieved by the P-CSCF querying the PCRF. If one of the above verification fails, the SIP INVITE is rejected. 
UE’s IP address spoofing is still possible, but IP address spoofing is always possible for unauthenticated UEs in any solution, but proposed verifications minimize the risks as described below:

· a rogue UE spoofing the normal UE’s IP address would need to have the same IMEI/IMSI as the normal UE. The IMSI/IMEI verification is described in TS 23.167 [8] clause K.3 for emergency calls;

· the IP address would need to correspond to a PDN connection that corresponds to the RLOS APN. 

When these verifications are performed successfully, the P-CSCF shall route the SIP request to a specific RLOS-CSCF to satisfy the IMS network isolation requirement (similar principle as for an emergency IMS session, which uses a specific E-CSCF). Emergency sessions are detected the same way as in a regular P-CSCF and, in this case, the SIP request is routed to the E-CSCF. If the P-CSCF has determined that it is not for an emergency service and if the RLOS-CSCF has determined that the UE SIP request if not for RLOS, the UE SIP request is rejected. 

An authenticated UE in limited state or an unauthenticated UE may request RLOS IMS services as long as it is EPC attached to the RLOS APN. When the UE is detached from the EPC (after a timer configured for RLOS APN), the PCRF shall indicate it to the P-CSCF, which shall remove the P-CSCF UE context.
When provided, the network provided location information conveyed from the EPC to the P-CSCF via PCRF shall be forwarded to the RLOS-CSCF.

Charging of RLOS IMS sessions is performed by the IMS network as for a regular IMS sessions.

P-CSCF additional features for RLOS

· The P-CSCF can be a RLOS-specific P-CSCF or a general-purpose P-CSCF. 

· The P-CSCF detects whether a SIP request from an UE is for RLOS from the RLOS indication provided by the UE. The P-CSCF verifies that the PDN connection is established for RLOS APN and that the IMEI/IMSI used for the EPC attach is the same as the one received in the SIP request by querying the PCRF. 

-
The P-CSCF selects an E-CSCF if it detects that the UE has initiated an emergency session request, per TS 23.167 [8] clause 7.3 (Emergency Session Establishment in the Serving IMS network). The P-CSCF shall also be able to detect non-UE detectable emergency sessions as specified in TS 23.167 [8] clause 7.2.

Editor's note:
Details for non UE-detectable emergency calls are FFS.

-
If available, the P-CSCF shall provide RLOS-CSCF with the NPLI received from the PGW via PCRF.

-
When the P-CSCF receives an indication from the PCRF that the UE has been RLOS detached from EPC, it shall deregister the UE from IMS i.e. it removes the P-CSCF UE context

PCRF additional features for RLOS

-
The PCRF shall understand the RLOS indication in the request from P-CSCF asking whether the PDN connection was established for RLOS (i.e. to RLOS APN).

-
When the UE is RLOS detached from the EPC, the PCRF shall indicate it to the P-CSCF.

RLOS‑CSCF additional features for RLOS

-
Receives the RLOS indication from P‑CSCF.

-
Routes RLOS session establishment requests to an appropriate destination including anonymous session establishment requests.

-
Generates CDRs for RLOS.

7.X.2
Procedures

​​​7.X.2.1
IMS registration

The UE, when EPC attached for RLOS, skips the IMS registration the same way as in emergency session for unauthenticated UEs (See TS 23.167 [8] clause 7.1.1). 
7.X.2.2
Location Information retrieval

Not applicable.

7.X.2.3
UE initiated RLOS IMS session establishment

The following flow contains a high-level description of the RLOS procedures.
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Figure 7.5.2.3-1: UE initiated RLOS IMS session establishment

The following steps are performed:

1.
The UE sends an Attach Request to the EPC including an RLOS indication. The EPC establishes a local break-out default PDN connection for RLOS to the RLOS specific APN and replies to the UE with an indication that the UE is attached for RLOS as well as with the address of a P-CSCF suitable for RLOS sessions (via PCO). The EPC also informs PCRF that the PDN connection is for RLOS. See solution #4 in the TR for details.

2.
The UE skips the IMS registration.
3.
If the UE requests an IMS RLOS, it sends a SIP INVITE with an RLOS indication to the P-CSCF address received in the PCO during EPC Attach. The P-CSCF queries the PCRF to verify that the PDN connection is for RLOS APN and to verify that the IMSI/IMEI corresponding to the UE IP address received in the INVITE is the same as the one returned by the PCRF. If one of the above verifications fails, the IMS registration is rejected. Otherwise, the P-CSCF creates a P-CSCF UE context. The P-CSCF then routes the SIP request to the RLOS specific CSCF. Emergency calls are detected the same way as in a regular P-CSCF, and in this case the SIP request is routed to the E-CSCF.

7.X.3
Impact on existing entities and interfaces

UE:
-
The UE shall include a RLOS indication in the SIP INVITE when requesting an IMS RLOS.
P-CSCF:
-
The P-CSCF shall be able to detect the RLOS indication.
-
The P-CSCF shall be able to add RLOS indication when querying PCRF, and to check if the PDN connection is for RLOS APN in the answer from PCRF.

-
The P-CSCF shall be able to route the SIP requests for IMS RLOS to a specific RLOS CSCF in the local PLMN.
PCRF:
-
The PCRF shall be able to store the RLOS indication provided by the PGW at IPCAN session establishment.

-
The PCRF shall be able to understand the new parameter “RLOS indication” in the query from the P-CSCF and verify that the PDN connection related to the UE IP address is to the RLOS APN.
END OF CHANGES
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